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secrets safe

watch

every click you make

E'RE not usually

prepared to

ghare personal

Information

about ourselves

with people we

have just met, You'd think

we would be even more

careful with people we've

never met - but when

we're online in the safety

of our own homes we don't
give It a second Lhought.

Our lnnocence in our ontine

dealings - the way 5o many of

us now eonduct personal and

buziness netivities - leaves us

the danger bul with esch
online click we're coming under
the intrusive gaxe of 3 srvedl-

You know l-h]rﬁs are petking
serious when officialdom volces
Its. concern. The Information
Commissioner’zs Office has
reacted strongly apalnst new
Home Office plans (o create &
:rmme database of otir phone

e-maifls #nd  inlernet
w.uvtl.y If it gees this 05 an
altack on our civil lbertles,
why aren't we more cnncem\'d
- and more careful?

It's all Lo0 easy to put our
private Information into the
publie arena without reallsing
who might end up sesing L. We
post. online tos, detalls of

this wan!th af pmuml
It's. common knowledge thal
employers and prospective
employers will cheek oul your
Facebook pages.

HE more we ute Lhe
internet, l.he fter the
risk. Il yo you're
shielded by Brttntn's data pro-
tection laws (ntended (o pre-
vent information belng used
withoul -prior knowledge or
cantrol); you're not, ‘The onus
Ix on ux to protect the informa-
tion that we put on to websites.
Fven for peaple who avold
soclal netwol it still difr-
cult to ensure the security of
fersusml information. Some-
hing as simple a8 sending an
c-mall is also risky. These travel
across the Internet and can
euzily be intercepted. They're
ahott as sufe a5 sending i post-
card contuaining personal and
confidential Informution.
Search engine=, webmall
providers and Intornel service
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personal data and uses It to
pluce ndverts on behalf of com-
ﬂmﬁe& Ry moing L?rmumnm
I service provider,
companies have access to o
much I:mnlr.ler ool of informa-

tion, all them to build up
a detailed profile of you.

We spend billlons each
online. We entrust our debit
and credit. card details to the

sotne lex of L Googl syshrmu of larpge and
collects “in order to provide small alike. For
(it) Pull runge of services”, maoxl of us there's no comeback

Just in case you weren't clear,  but for some it can mesn the
ity “full range of gervices® emplarln.gofh‘wlrhankuﬂcm
includes selling Largeted adver- are criminal websites
Hzement= to you based on this when.- cn-dﬂ. card dl.lallu ean

very data.

In fact, mvmdmnpmson our
internet m::uvit&y ia pretty
buziness. To date, the UK‘
threw largoesl lnlurm:l. BEIVICE
Dmvidnts (BT, TalkTalk and

Virgin Medin) have signed up
to Phorm, & company that
acquires aod analyseg your

by th
rnr as liile as %p cach. The
bankz and credit card frms
want us to carry on using our
plastic 50 the losses are tsually
made good In the end bul who
needs the agpravation?

How ean you prevent L}
Unless you're prepared to give

€ Exercise the same caution
that you do in everyday life 9 :

up shopping online altogether,
Mu B nob mueh you can do.
e S Yo
s by 0| wil
e -

the well-known TEK Maxx and
Cotton Traders both had thou-
sunds of card detuils atolen
froom them in the past couple of
yeurs. They have both since
rectified the problem. If you
use & PC and bank with Cahool
ol can use ks weboard, which
uex @ unigque number for
© transaction. Short of that
yini have fo hope thal you're
not one of the unlucky ones
Bo If no one else i2 golng to
protect you, what can you do
about your 0y penerally?
First, make sure the people
who carry your data will
ruspect your privacy. You need
to read those terme and condi-
Yons when sign up to ser-
vices, espe e free ones
do yuu mn]lﬁ inink people give
hing for nothing?
‘&ixl:a sure your nternet, sorvice
provider o't selling your data.
Don't use a free g-mail
provider unless you hever say
anything confidential in your
e-mulls. A Ohinese
was jalled for 10 years because
¥ahoo! had no cholce but to
EI‘OML' the cuuuﬂs uukhor-
es  with det of an
e-mall be sent through them.

ECOND, look after your

confidential informa-

ton. If yow're typing
data into a wab form, check the
eonnection s secure - there’ll
e a padlock on your browser
to show you. Use encryptlion for
confidential e-mafls,

Third, think twice every time
you're about to type your
secrels on to the internet - it
may seem lke a good ldea to
tell Igl?&mmglem latest
eXpl them on
view Lo strangers or still there
years later

It's eazy to conclude that
whitle the beauty of the internet
lies in its ease of use and avail-
ability of Information, thix iz
also one of its biggest draw-
backs, IS pow Ume (o snup
out of bnline "slecpwalking”
and wike up o exercizing the
same caution that we do In
every e

So, if you don't ke the idea
of the poxtman reading your
mall und you'd rather thal a

rogpeative  employer didn't
hove casy access W pholos of
your weekend exploits, it's
down Lo you o muke sure your
alectronie fingerprint is seoure
and not going to cause you

harm = beoatise no one clse will
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